UHCTpYKUMA no hopMUPOBaAHUIO KITHOYA IJTIEKTPOHHOM
nognucum.

1. JIisi TeHepanuM KJro4a 3JIGKTpOHHOM moanucu (nanee - OII) m 3ampoca Ha moJydeHHE
ceprudukara imoda nposepku Il HeoOxomumo B Otaene Nel8 VOK mo CeepmioBckoi obnactu
MOJIYYUTh TIporpaMmmHoe obecnieuenne «APM ['enepanuu Kirrodein».

Jlanee pacriakoBaTh apXuB B YAOOHYIO JUIs Bac MarKy, MOCJIE Yero B 3TOM Mamke 3amyCcTHTh (aiin
«setup.exex:

U_Hbssuinst.exe 79KE Mpunoxenue

=) client.if 4KE ®aiin "EIF"

Lf_l CLIENT.zip 14 330 KB  Cwartaa ZIP-nanka
) Client1d.idf 1KE ain "IDF"

=) Customer.idf 1 K6  ®a¥in "IDF"

=) Fnacctyp.BLL 2KE akin "BLL"
ilkerr.idf 2KE thaiin "IDF"

Q LICENCE. TXT 1 KE TeKcToBbIM AOKYMEHT
lg__l LICENSE.zip 267 KB Cxartasa ZIP-nanka
#]0ID_005_3.req 66 KE ®aiin peectpa

@ personal.eif OKE afin "EIF"

| PostCint.idf 1KE aiin "IDF"

= README 1KE  ®aiin

1KE CeeaeHWa ANA ¥CT...
1299 KE [lpunoxeHne
" 4KE arin "IDF"
Lg;] tmail.zip 520KB Cwataa ZIP-nanka
@ WCLS0.BPL 1974 KE arin "BPL"

Bri6pats «/laneex:

3 YcraHoBka cucTembl APM TK ] x|

Bac npueeTcTeyeT nporpaMMa
YCTAHOBKW CUCTEMBI

APKM K !
i . BHUMAHME!
MEAEPAABHOE
KASHAYEHMCTBO DNaHHas NporpaMMa 3aWMILeHE 3aKOHaMU
@ PepepancHoe kasHavencTeo, 2010 ggrizrmoep:: :::; REEQCH IISRASHARRRRENK

109097, r. Mockea, yn. MneuHka, a. 9
Cavr: www.roskazna.ru

Beixoa

Bri6pars «Cormnacen:



i
v My eHsoHHoe cornawexHve

GEAEPAABHOE
KASHAYEMCTBO
@ PenepancHoe KasHavericTeo, 2010

108097, r. Mockea, yn. Mneurka, a. 9
Cavr: www.roskazna.ru

2

X
NHUUEHZWOHHOE COMALWEHKWE ‘:j

3T0 BAKHO - YUTARTE BHUMATENBHO!

NPUZHABAA AAHHOE NUMUEHZMOHHOE COMMAWEHKE
Bbl NMYHO WMNKM COTPYAHMKKM BAWEN OPTAHMSAL
OBA3YETECH NPH MCNONb30BAHMK JAHHOMO
NPOrPAMMHOMD OBECNEYEHWA COBNIDAATE BCE
YCNOBWA NO EMD 3KCNNYATAUMK M TUPAKUPOBAH
(B TOM YHMCNE W PESEPBHOMY KONMPOBAHMID),
¥YNOMAHYTHIE B COOTBETCTBYIOWEM AOM0BOPE C
NULOM MNKM OPTAHW3AUMEN, NOCTABHMBILEN BAM
OAHHBIA NPOrPAMMHBIA NPOAYKT

ol

CornaceH

Beixoa |

B cayuae eciim Ha KoMnbIOTepe ObLIO ycTaHoBJIeHO paHee ITITO «CO»

HE00X0IMMO U3MEHHUTh KATAJIOT YCTAHOBKH, HA’KaB HA KHONIKY «BbIOpaTh», mocJie

4ero Hakarh «/lamee»:

(|
- BblﬁOp TWMNa yCTaHOBKWK

DEAEPAABHOE
KASHAYEMCTBO
@ PegepancHoe kasHavencTeo, 2010
109097, r. Mockea, yn. MaeuHka, a. 9
Cairm: www.roskazna.iu

Tun ycTaHoBKM
(+ [MonHasa [39M)

{" BuifiopoyHas

[V YcraHoBKa ¢ NapaMeTpamu Mo YMonYaHuio [ peKoMeHa
—Karanor

[porpamma YcTaHoBKW NPOUM3BEAET
KONWPOBaHWE $alinos
CUCTEMbI B YKA3aHHBIM HUKE KaTanor.

|C:\FkCInt1

Bri6pare I

< Hazan I

B

!

blx0g




Haxate «YcTaHOBUTEY:

_% YcraHoBKa cucTembl APM K _’ﬂ

GEAEPAABHOE
KASHAYEMCTBO
@ PenepantHoe KasHavericTeo, 2010

108097, r. Mockea, yn. Mneurka, a. 9
Cavr: www.roskazna.ru

MporpammMa UHCTaNAALMKM CHCTEMbI
APM K
roTOBa K KONWPOBaHUIO $alinos.

Tun YycTaHOBKM: _A_]
nonHas

Karanor:
C:AFKCInt1

Beixoa

[Tocne ycranoBku HaxumaeMm «OK»:

CHE x|

MHCTannAuWA 3aeeplueHa

1. 3amyckaeM IporpaMMy Kak MOKa3aHO HUKe:



1

€ windows Update

@ Boifiop NporpamM No YMoYaHKH
&2 Karanor Windows

) 7-Zip

4j FAR manager

(T K-Lite Codec Pack

{j ABTO3arpysKa

rj AnTHBHpyC Kacnepckoro 6.0 ana Windows Workstations MP4

@ Wrpel

(7] MO anA 3neKTpoHHOro 3amKka ‘Cobions'
(T) CTaHAapTHele
Adobe Reader 9
) Opera Internet I 77 15 apeck
O] Microsoft Office € Internet Explorer

L“gj Outlook Express
"‘ Windows Messenger

e N A N N S W NP R W

000 DEEEOOEED

& Internet Explorer

SN Windows Mavie Maker
@ Microsoft Office Wi " % aaneHHbIM NoOMOLWHKK 4

=
(7] Wramn '

(= 2rvc

‘& BrokHoT

IF7) AHaekc

Mporpamia ynpaes -
@ Brr LR (T AAMWHWCTPHPOBAHHE

£ Media Player Classi ) 2ruc

7-Zip File Manager |/T) TeamViewer 6

,_‘BJ Wsmererive, soccr. (1] VideoLAN

O opera

7] SysUitils Device Manager

_ [T 3nexkTponHan Mnowaaka etp.ZAKAZRF.ru
£, et Video mode to 7] UserGate Proxy & Firewall 5

f_‘_ﬂ Media Player Classi /) AceCop Series

(] Teamviewer 6 () Speclab

1 Paint g

o ——— [_;_] YueT MporpaMmHoro Obecneyenna Free
‘j o e

P A O 1 NP

KoMaHAHaA CTPOK:

w Connect Manager

! ) Mozilla Firefox
g

ge— O KoHHEeKT MeHeaxep
- ® @ O ) KoaBesonacrocth

N R M N A M NP T W NP T W e N WP

PDF to Word
WHopMzalumTa

Microsoft SQL Server 2005
Rutoken

eToken

Skype

Windows Media Player
Power MP3 Recorder Cutter
Audacity

EPSON

Combined Community Codec Pack
The KMPlayer

ﬁ Knvent C34 ¢ B apm FeHepaunH Knoqer

Pasmewenme: CFkCINE1\EXE




2. Bri6bupaem «Co3nats 3ampoc Ha cepTuhUKATY:

$5KnuenT C34 "APM lenepauvi knroyeid™ v.1.0.0.36n (FK_CLIENT) - NUBPG2
KpunTozawnta Cepeuc

Co3znate 3aNpoc Ha CepTHURUKET MoanucaTe 3anpoc Ha CepTUPRUKET Jo6aeuTE CEPTURUKAT PYKOBOAUTENA

2.1.  Jlns pabotsl Ha O0mepoccuiickoM opHUIMaTLHOM caiiTe B paMkax denepaibHOTO 3aKOHA
ot 18.07.2011 Ne 223-®3 «O 3aKkynkax ToBapoB, paboT, yCIyr OTJEIbHBIMUA BUAAMU IOPUINYECKUX JTHIDY
B okHe «[ eHepanus 3ampoca Ha cCepTH(HKAT U 3aKPBITOr0 KITF0Ya» BEIOUPAIOTCS MOJISI OTMEUSHHBIE HUXKE:

lreHepayus 3anpoca Ha cepTUPUKAT U 3aKPbITOro Knro4ya

3an0AHWTE HauMeHoBaHWe atoHeHTa [P amunua Mma OTyecTso Bnagenbua Kno4a)

P amunua Mma Otyecteo ]

HaurMeHoBaHWe opraHu3aumm Kpunrotutnuoreka

| =] | Ms Cypto aP1 20

v lenepuposats 3anpoc Ha EMC [eauHbIi YHUBEPCANBHBIN CEpTURUKAT)

~Ponu Bnagenbua ceprueukaTa
I na popmuposanua EYC ykakure ponu nonbsosarensi

Moanuck 3anNpocoE Ha U30aHWE CEPTURMKATOB KKYEHM Noanucu
ACPK

AyTeHTUdUKaUUA CepBepa

Landocs. JenonpouseoacTeo

C3 1. 3nekTpoHHEIF A0KYMEHTOOG0POT

CNTO. MNepeaaya CTATUCTUYECKOM MHPOPMAEUMU O TEXHOAOMMYECKMY ONEPaLMAX
Patora ¢ D0C [AyTeHTUDUKAUWA KAWEHTa)

3UNM & cucTeMe BHYTPEHHErD A0KYMEHTOOG0POTS
3UMN nporpamMmMHEl: KOMNOHEHTOE

3alwuTa 3 NeKTPOHHOM NoYTh

Moanuck MeToK 4OBEPEHHOro BpeMeHU

Mognuce oteeToe cayxoel OCSP

Patora c YHWUPO

Patora ¢ MTMY [AyTeHTUdUKaUMA KAWeHTa)
Patora c CM3B

AYTEHTUPUKAUUA KAUEHTE

(£

=
i R B B B o R R

3|

v P OopMUPOBAETE KEANUPHUHMPOBAHHEIN CEPTHRMUKET

< Hazan Nanee >

OtmeHa
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2.2. BpiOupaem nasnee U 3am0IHIEM OTMEYEHHBIE TTOJIS:

FeHepayusa 3anpoca Ha cepTudukaT Ms Crypto API 2.0 3 5]

—3anoaHUTE NapaMEeTpbl CePTUPUK AT
WaeHTudukarop kno4a [Pamunua Ma Dtyecteo Bnanensua Knoya)

(CP amunua Mma Otyecteo ]

P amunua Wrma DTyecTso WHuumans!

P amunua ”MMQ OtyecTeO J I

CrpaHa  Peruod l"opoa
‘ lBB Ceepanosckan o6nacTe 'MEKGT EPUHEYPT I

JoakHocTh Opranusaumns

J

CPODMGIIMSOBBHHGR A0MKHOCTE I

MNogpazgeneHue 1-ro ypoEHA ggageneﬂue 2-ro YpoBHS nﬁ_mnl—

P‘IHI—( 1 ] KI'II'I b FKCMOPTHPYEMBIN 3aKPBITBINA KoY .[la v

YuyéTHbNl Homep opraHuaaumu CMN3 I— DI'PI-{I—] CHH](C l1 2233456611 ]

WaeHTUdUKaTop 6e30NacHOCTU l

YuyéTHbl HoMep opraHuaaumu MY |

YyetHaa zanuck nonbsoearens ACPK l

Aapec |
< Hazag OTtmeHa
— Upentuduxarop xmoua (Pamumus HMms OrdecTBO Biajenplia KIOYa)» — BBOAMTCA
(baMI/IJ'II/IH, nMsda, OTYCCTBO BJIAJC/IbIIA CepTI/I(I)I/IKaTa B BHIC «Pammma mst OTuecTBOY IToge

00513aTeJIbHO /151 32110/ THEHUSI.

- «Damunus» — 3anonHseTcs GpaMuiaMs Biajaeibla cepTUHUKaTa ¢ OOJBIION OYKBBHI B OJHO
cioBo 6e3 mpoOenos. IloJie 00s13aTeILHO 1151 3aM0JTHEHUSI.

— «Mms OtyecTBO» — MMS M OTUECTBO Biajeiblla ceptudukaTta B popmare «Mms OtuecTBO» B
7IBa CJI0BA, pa3JelieHHbIX oHUM rpoOeniom. [lose 06s13aTesIbHO /151 3aNI0JTHEHUSI.

—  «VHunmans» —1oe He 3aroIHsAeTCsl.

— Crpana — BBoaurcst RU

— Perwuon BeiOupaercs 66 CBepiiioBckast 00J1acTh

— «lopon» — 3amonHseTcs HAaMMEHOBAHHWEM Topoja (HACEJIEHHOTO IYHKTa), B KOTOPOM
3apeructpupoBaHa opranuzanus. [oJie 00si3aTe1bHO 1J151 3a110JTHEHUS.

—  «JlomKHOCTB» — TOJDKHOCTD Biajenbla cepTudukara. Ilose 00s13aTebHO 1J151 3a110JTHEHUSI.

— «Opranuzanys» — HaAUMEHOBAaHHE OpraHM3alliu Biajenbla cepTudukara. B nanHom mose
YKa3bIBACTCsl TMOJIHOE O(QUIMATbHOC HAaWMEHOBAHHE OPraHM3alUu  (COMNIACHO  YYPEIUTEIbHBIM
nokyMeHTam). Eciy nmonHoe HauMeHOBaHME He oMentaercs (orpaHnueHue: 64 cuMBoia) B TAKOM ciaydae




HEoO0X0/MMO  yKa3aTb  Oo(MIMaIbHOE COKpalleHHOE HAaWMEHOBaHME OpraHu3aluy _ (COraacHo
YUPEIUTEIbHBIM JIOKYMeHTaM). B ToM citydae, eciay COKpalieHHOe HaMMEHOBAHHWE OTCYTCTBYET, JIHO0
OHO TaKXKe HE IOMEIaeTcsi B I0JIe, Pa3pelaeTcss HCHOJIb30BaTh OOIICNPUHATOE COKpallleHHOe
HauMeHoBaHue opranuzaiuu. Ilose 00A3aTe/bHO 115 3a110JTHEHHS.

—  «llogpaznenenne 1-ro ypoBHA» — OpraHM3allMOHHOE MOJpPA3JleIEHUuE Biajenbla
ceprudukaral-ro ypoBHs.

— «lloxpa3snenenue 2-ro ypoBHA» — OpraHU3allMOHHOE MOpa3eiIeHUE BIalelibla cepTU(HUKaTa
2-TO YpOBHSI.

—  «E-mail» — agpec 31eKTpOHHOI MOYTHI BIIaAEIbIa CepTUPUKATA

— «MHH» — wuHauBHIyalbHBII HOMEpP HaJOroIIaTeNbUIMKA (OpraHHU3alMu). 3aroJHsIeTCs
BpYUYHYI0. 3HAU€HHUE [0 YMOJIYAHHIO: IOCJEAHEE BBEICHHOE 3HAueHUE. B 1mosie 3aHOCUTCS 3HAYEHHE
NHH Opranusanumn. I[ose 06s3aTe/IbHO 1151 3a110JIHEHHS], ecJii BbIOpaHa poJbs OOC.

—  «OKCIOPTUPYEMBIH 3aKPBITHII KIIIOY» — YKa3bIBAETCS BO3MOXHOCTh NepeHoca kiouda Ol Ha
JPYroil HOCUTENb (€C/IM BBIOPAHO 3HAYEHUE «HET», TO KOHTEHHEP C KIIOYOM HEJb3sl OyAEeT KOMUPOBATh).
ITo ymonmuaHHIO yKa3aHO 3HAYECHUE «1a».

— OI'PH - BBonutcs OI'PH opranuzamumu.

Korna npu npasuibHoM 3anojiHeHun nojss OI'PH Beixogut ommoka, Heo6xoqumo
nepeprucrpupoBath 6udmorexy midas.dll. lus 3Troro Hy:kHo HaGpaTh B "BbInoHUTD"
caenyromuii Teker regsvr32 %seddir%\system\midas.dll , rae %seddir% - nmyTh Kk manke c3aa (Mam
apMm rk). Hanpumep regsvr32 C:\FkCintl\system\midas.dll . B Tom ciy4ae, eciu B myTH K (aiiny
NPUCYTCTBYIO MPO0eJIbl, TO MyTh 0epeTcsl B KABbIYKH, K npumepy regsvr32 "C:\Program
Files\FkCInt1\system\midas.dII'")

— CHWIC - yka3siBaercss CHWIC Bnanensiia ceptudukara.

HaxxumaeMm gainee u BBIITOJIHUTD:



FeHepauywva 3anpoca Ha ceptudukaT Ms Crypto API 2.0
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2.3. B nosBuBIIEMCS OKHE BBIOMPAEM YCTPOMCTBO AJIsi COXpaHEHUS 3aKpbITOro Kitoua JI1:

Kpuntollpo CSP ) x|

2 BecTaBbTe YKMCTLIN KAOYEBOH HOCUTEND
P amunua Mma oryecteo 124170751

0:09:05

Cofont

5

Paacrrn :J

~ CeeneHua
Yerpolictea: BeTaeneHHeIl HocuTenk:
® ' -
' ® CocroaHue:

MHOI’OKDGT HaA CMEHa HOCUTENSA.

| 0K I OtmeHa | CeeneHua << I

BAYKHO! B ciydae npeaocTaBieHHst HOCUTEI, COAepKaliero kpome ¢aiina 3anpoca ¢aitisl
KJIFOUEBOT0 KOHTEHHepa, 3asBIeHUE | 3alpoc, B 00pabOTKy He MPUHUMAIOTCS, @ BO3BPAIIAIOTCS
3asiBUTEIIIO € IPOCTaBICHUEM OTMETKH Ha 3asiBieHUH «OTKa3aHO B CBSI3U C KOMIIpOMETALMEW», 1aTa,

noanuck Oneparopa.

[IpuMepHBIil B KIHOYEBOTO KOHTEHHEpa:

@ C:',Documents and Settings'PoluyanowEas] |=| 3
J ®avin Mpaeka Bua | MsbpaHHoe Cepemc > :'.',"

J @Hasaa Y Q Y .’ I/:) Monck 2%

J Aapec: Iuj C:\Documents and SettingsIPn_'_l Mepexoa

Mg~ I Pasmepl Tvn
() Pushking.000 Manka
4 |

N =

(Ofbe 0 Baiir | 4 Moii koMneroTep

@ C:'Documents and Settings'Poluy

=10l x|

J ®akin  Mpaska Bua WsbpaHHoe | Cepemc > :r.',"

J @Hasan v @ ' ,? I /j ) Nomex 2

J Aapec; Iu‘_:J C:\Documents and SettingsiPs _:I Mepexoa

Mg~ | Pasmep | Tun

=l header .key 1KE akn’|
=) masks2 key 1KE akin'l
@] masks. key 1KE avin'l
@ name.key 1KE arin"l
@ primary2 .key 1KE arn'|
@ primary . key 1KE arn'|

< |

(06t (298 Gaiit | 4 Mo¥i koMneroTep

A=
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4, [Tocne naxxarus knaBumu «OK» OTKpbIBaeTCs OKHO, B KOTOPOM BO3MOKHO YCTaHOBHTH
MapoJib A7 OCTyMa K 3akpbIToMy Kiroay D11, mnbo He ycTaHaBIMBAaTh, OCTABUB TOJIE MMYCTHIM, JaHHBIN
MapoJib UCIIOIB3YETCS P YCTAHOBKE JINYHOTO CEPTH(HUKATA HA KOMIIBIOTEP U MIPH KaXKI0M
HcIoJib3oBanuu OIT:

KpunTollpo CS5P El
0:00:03
()= WCTSHOEMTE MAp0NE HA CO5A3E3EMEIR KOHTERHED "DaMHIHA
Z[E=4 1mMa oTuecTeo 124170751",

{* YCTaHOEHTE HOEBIA NAponk EM

HoEkIFH Naponk: I

Mo TEEpH# AEHHE: |
CTHEHA | MoapobHes == |
5. Haxxnumaem KJIaBUIlYy «OK», nporpamMma 3arpoCuT yKa3aThb IIYyTh U COXpPAaHCHU: 3aIIpOcCa

Ha nony4yeHue ceptudukara D1, JaHHBIH 3aMpoc HA ChEMHOM HocHTeJIe nepenaércs B Oraen Nel8
YPK no CBepa10BCKO# 00J1aCTH!

CoXpaHeHWe HOBOr o KNeda X|

Ykamure NyTe K haing 4nA coxpaHeHWA Sanpoca Ha 0k
CEQTHEME AT,

OTtaeHa

Co¥paHqTE Sanpoc Ha CepTURMEAT E (alin

C:515Familiva [mya obe e Haiimu...

[T OTtHoGHTEAEHEE NYTH

[IpumepHnsiit Bua ¢aiina 3anpoca Ha nonyueHue ceprudukara I11:

_ioix]

J ®arn  Mpaeka Bua WsbpanHoe Cepeuc  Cnpaeka l .','
J @Hesan > B '? ‘ /j ) Namck | Mankn ‘ v
| Aapec: | cit | & nepexoa

Mma -
3apauvm ans daiinos M nanok A @ Pushkin_.O.Ieksandr_Sergeevich

) Co3aaTb HOBYHD NanKy

M o i i i i R B P

6. [Tocne mosiBIIeHHsT TMATOTOBOTO OKHA HEOOX0IUMO HaXkaTh KiaBuiry «OK»:

Il ¥ naneHHan NepereHepayuHa El

L] o I
l ZEH4ac E':.".ﬂ.ET EbIESAEH KT O NPM3HAHMH HOBRIX KNhHeH, Ero HED0 MO PACNEYATATE B ABEYX IKZEMNNARSX,
A0ANHEATE M OTARSEHTE Ha CEREEQ.
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7. Ha skpan Oyner BoiBeeHa opma «3asiBKa Ha IMOJTydeHHE B Y JOCTOBEPSIIONIEM [ICHTPE
denepanbHOro KazHaueicTBa cepTU(HUKATA KIF0Ya HJIEKTPOHHON TOIIMHUCH, KOTOPYIO HEOOXO0IUMO

pacnedyaTaTb B OJHOM 3K3EMILIAPE U TAKKE IMEPEIATH B pCFHOHaJIBHBIﬁ HECHTP perucTpanunu.

8. Hanee naxxumaeM KHONIKY «I'0TOBO»:

NeHepaywa sanpoca Ha cepTvgmikaT Ms Crypto APT 2.0

[HTtERHE




